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End-to-end Encrypted Video with Adaptive Bit Rates 
ABSTRACT 
Server-side adaptive bit rate (ABR) encoding is a technique used to match video 
bandwidth to a user’s channel bandwidth. In ABR, an uploader streams in the video to a server at 
a high quality, while the downloader streams from the server the highest quality compatible with 
its bandwidth. As currently practiced, ABR is incompatible with end-to-end encryption since the 
server needs to decrypt the uploaded video to generate multiple lower bandwidth versions of the 
video. 
This disclosure describes techniques for end-to-end encryption of video while making the 
video available to a receiver at multiple bit rates. The sender uploads to a server a single video 
stream comprising multiple, encrypted layers, each layer formed by encoding and encrypting the 
differences between previous layers, in a scalable manner. The receiver requests, decrypts, and 
decodes the number of layers compatible with its bandwidth, summing the decrypted and 
decoded layers to reconstruct the transmitted signal at an appropriate video quality.  
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BACKGROUND 
 
Fig. 1: Server-side adaptive bit rate video encoding 
Video streaming consumes significant amounts of bandwidth. To match video bandwidth 
to the channel bandwidth available to a given user, server-side adaptive bit rate (ABR) encoding 
is used, as illustrated in Fig. 1. In ABR, the transmitter (102, also known as sender or uploader) 
streams the video at a high quality, e.g., 4K resolution, to a server. The server re-encodes the 
stream into multiple lower bandwidth versions (108), e.g., 1080p, 720p, 480p, etc. The receiver 
(106, also known as downloader) streams from the server at the highest quality that is feasible 
given its bandwidth. 
In an end-to-end encrypted video stream, the sender encrypts the video stream prior to 
sending to the server. To re-encode the video stream into a selection of multiple bit rates, it is 
necessary for the server to be able to decrypt the stream, re-encode it into multiple bit rates, and 
re-encrypt the resulting lower bandwidth ABR versions, which breaks end-to-end encryption. 
End-to-end encryption thus entails server-to-receiver communication at a single bit rate; the use 
of adaptive bit rate to match streaming quality level to channel bandwidth is lost.  
An alternative is for the sender to generate video streams at all the different quality 
levels, encrypt each stream, and stream the encrypted streams to the server, for the server to 
forward to receivers at suitable bit rates. However, this burdens the sender with the simultaneous 
encoding, encrypting, and transmitting of multiple video streams, which may be impractical, e.g., 
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for a sender that is a consumer device. The sender device may have neither the computing power 
nor the bandwidth to stream multiple bit-rate variations. ABR video streaming is a primary way 
for users to watch videos under differing bandwidth conditions. However, as explained above, 
end-to-end encrypted ABR (e.g., no intermediate decryption at the server) entails the sender to 
generate, encrypt, and upload all bit-rate variations of the video content is impractical given the 
sender’s computational and communications bandwidth. 
 
Fig. 2: Scalable video codec (transmit end) 
Scalable video codec (SVC), illustrated in Fig. 2, is a standard way to generate a video 
stream with multiple qualities/resolutions. A video signal S is decomposed into multiple layers: 
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layer 1, S1, can be a low resolution 480p stream; layer 2, S2, can be 720p; layer 3, S3, can be 
1080p; etc. Each layer is encoded as the difference between the previous layers. For example, 
● layer 1, S1, is generated by a stage-1 encoder (C1, 202); 
● layer 2, S2, is generated by encoding the difference 𝚫1 between S and the reconstructed 
(decoded) first-layer signal Ŝ1 using a stage-2 encoder (C2, 204); 
●  layer 3, S3, is generated by encoding the difference 𝚫2 between 𝚫1 and the reconstructed 
(decoded) second-layer signal Ŝ2 using a stage-3 encoder (C3, 206); etc. 
The encoded signals {S1, S2, S3, …} corresponding to multiple layers are transmitted from 
transmitter to server. Higher layers are dependent on the data from the lower layers. Rather than 
generating multiple streams from scratch, SVC generates a single stream from which multiple 
layers can be sequentially extracted. 
 
Fig. 3: Scalable video codec (receive end) 
 Fig. 3 illustrates the receive end of an SVC codec. As illustrated, SVC enables a receiver 
to receive an SVC stream and only decode the layers it is capable of. For example, a low-cost 
mobile device may only decode layer 1 at 480p using a stage-1 decoder (C1-1, 302), resulting in a 
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relatively low-quality reconstruction of the transmitted video signal. A device with a higher 
computational and communications bandwidth can decode two layers using the stage-1 and the 
stage-2 decoders (C2-1, 304), resulting in better, e.g., 720p, video quality. A laptop with good 
internet connectivity could decode three layers using stage-1, stage-2 and stage-3 decoders (C3-1, 
306) to achieve 1080p (high-quality) video. A drawback to this solution is that the receiver must 
download all layers even when only decoding a subset of layers, thus wasting bandwidth or even 
prevent the receiver from downloading the stream due to network limitations. 
DESCRIPTION 
 
Fig. 4: End-to-end encrypted SVC (transmit end) 
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 This disclosure describes techniques for end-to-end encryption of video while making the 
video available at multiple bit rates. Per the techniques, illustrated in Fig. 4 for the transmit end, 
each SVC layer encoded at the transmit end is encrypted. For example,  
● layer 1, S1, generated by a stage-1 encoder (C1) is encrypted by a stage-1 encryptor E1 
(402) to generate an encrypted layer-1 S1E; 
● layer 2, S2, generated by encoding the difference 𝚫1 between S and the reconstructed 
(decoded) first-layer signal Ŝ1 using a stage-2 encoder (C2), is encrypted by a stage-2 
encryptor E2 (404) to generate an encrypted layer-2 S2E; 
●  layer 3, S3, generated by encoding the difference 𝚫2 between 𝚫1 and the reconstructed 
(decoded) second-layer signal Ŝ2 using a stage-3 encoder (C3), is encrypted by a stage-3 
encryptor E3 (406) to generate an encrypted layer-3 S3E; etc. 
 In this manner, the techniques describe an implementation of SVC that encrypts each 
layer individually. The sender generates a single SVC stream comprising multiple encrypted 
layers {S1E, S2E, S3E, …} and sends it to the server.  
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Fig. 5: End-to-end encrypted SVC (receive end) 
 The receiver, illustrated in Fig. 5, requests from the server only those layers compatible 
with the computational and communication bandwidth available to it. For example, a low-cost 
mobile may request from the server only the first encrypted layer (S1E), decrypt it with a stage-1 
decryptor (502), and decode it with a stage-1 decoder to create a first (relatively low resolution) 
reconstruction of the transmitted signal. A more capable device can request from the server the 
first (S1E) and second (S2E) encrypted layers, decrypt them respectively with stage-1 and stage-2 
decryptors (504), decode them respectively with stage-1 and stage-2 decoders, and add the 
decrypted, decoded signals to create a second, higher-resolution reconstruction of the transmitted 
signal. A laptop with substantial bandwidth can request from the server the first (S1E), the second 
(S2E), and the third (S3E) encrypted layers, decrypt them respectively with stage-1, stage-2, and 
stage-3 decryptors (506), decode them respectively with stage-1, stage-2, and stage-3 decoders, 
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and add the decrypted, decoded signals to create a third, high-quality reconstruction of the 
transmitted signal.  
 In this manner the techniques of this disclosure enable receivers to receive end-to-end 
encrypted, adaptive bit rate video of a quality of their choice without the transmitter performing 
the bandwidth-intensive task of generating from scratch streams at multiple bit rates. Per the 
techniques, the sender uploads a single video stream comprising multiple, encrypted layers, and 
the server only transmits such layers as are suitable for each receiver, without performing any 
decryption. The receiver can request, decrypt, and decode the number of layers compatible with 
its bandwidth.  
CONCLUSION 
This disclosure describes techniques for end-to-end encryption of video available at 
multiple bit rates. The sender uploads a single video stream comprising multiple, encrypted 
layers, each layer formed by encoding and encrypting the differences between previous layers. 
The receiver requests, decrypts, and decodes the number of layers compatible with its bandwidth, 
summing the decrypted and decoded layers to reconstruct the transmitted signal at an appropriate 
video quality. 
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